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1.2.1. MU (General)

AN

BY

devmidedeyafiuanduseundindusodsiasifiangmnefifeatos
Auardudindivesyana @

nsifiudeyania o AAsitestuarududiudivesdldau
sioansvhlnsauBusenvesldnumiiy @

nsiiudeyasiie o AAsitestuanududiusivelday
Foaduteyafifrtostunisiau uasddnuueunaniulngnss
ity @
FoyafiAsrdostuanududiusivesildnudosligniaime
uenannsaiisndudenislinuueundintulnensuazidame
LfJums%’amn@ia;ﬁﬁﬁm%umﬁ?u (1 ueUwAlnduiissysiumis
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sumidlfuridmihidifestedussesaivimstemdeidu
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1.2.2. vsvasdldauanuiudiuiivasdldnuuazdonnaddunisldau
(User’s Right)
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CREATIVE uansdNsIUAIIITU (User’s Right)

Anundudusiivesldau (User’s
Privacy) waztennaslunislaenu
(Service Agreement %38 Term of
Uses) lalaesigainnieluy
woundiadu @
weUnAladuiiimsAutoyaduynna
vougldaudesszyluntiasuans
avisuazaududiuiivesldan
Wldaunsiveg19daaudnd
maiudeyaezlstne @
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Alfnusssanansoauvie
wiledayaduynna
flsignsiadlaiauysal vio
Lidulagiuls @

vnsinsdeuntasi’
v ldeu anadu
dudvesldnu wse
donnadlunisldnusiad
nsudeldaulansu
pgedaluLELe @

mnwaunaiatuiin1svi

fldsmseniuludvdiliou amnududuswesldnu vie
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finsdsuulasdeulussnandeainisuansaelyigldny
gouFuAvETImIAsuamnad @
Loundindudesidesmdlifndefifsrdeaiieasuniy vie
asvdeuAnsuaznslddeyaiifentosfuarnandudus
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nsiudeyataasililugunsalvasildeu (Cache Data, Caching)
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1.2.4. maiudayan1islilugunsaivasvasdldsu (Local Storage)
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1.2.5. msldnuyaniasdelunsimuigenduifainnieuen
(3rd Party Software Development Kit; SDK)
A woundledudifinsiannlagldyaedesiolunsiamneenduas
nneuendeslidadeuleuisiitisidestunisiiudeya

anududiuiivesdldruluurazunanvesuuazves SDK
T a®

B lunsdi soK Awnldfnafudeyaveslinunadsludusing
meuongitann fowwulain SDK du ¢ lifinafudeyatiesdn
Anududiivesfldnunazdeadinisudslidldanunsivis
maiuwazmsléfoyadnaiaue @
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1.3.

1.3.1.

1.3.2.

Wil (General)

A

doufnmatnanmuilusunsu (Application Programming Interface; API)
uazn1siadayaiiveiaundasan (Open Data)

weUndiduisinsiinse
fuszuukiinedayanes
dnrsWaunauves
API fiszuuusidnedoya
Funvieuaaug fuly
meiale @
weUndiduiisimssiofia
AuszuuwiI1edoya
liiezidunnsinderiievedeyadsteyavievelviszuuusiang
AIUNTUTEUIANAADIYINAUHTY AP Lase @

API fiitaunTumsiudedoyalasldsuuuunasmeluladaldiu
981913199379 ({u De Facto Standard) Tuvaugiiiun 1w Suds
Foyaluguuuu JSON Tutlagiududiu ©
wiisauivesdoyanisfionsannisldanm APl tiledsdeya
Tiweundedusing 4 Wilvldauumunisisdeyanudnivves
Wi wienmsfwmthdumbsnuliuans ©
mhsnuaativayulrinisldau APl lunisafaueundindu
3u 9 devenlideyaivsylovinainvansBatu damen
1nBatu ©

API iiansidfeuazn1suansdoyasansnsne
(Public Contents’ Accessing API)
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U8 Public APl veatheanuds Public AP dansdalsdnitaun
Wsunsulaevluannsadenldnuld Tnservvsidunounisve
anslunsldnu ©

Wie9uAIsA1SAN Public APl iielwinimuiluaunsa
ihieyamsisagiignieadedelsnnmisnulldomlilngnss
athaiiuszansnm ©

Public API mstinddldlasdne fisunuunsiudsdeyailitu
8nan¥19w1n3 (T De Facto Standard) lusasfiiamunuaziu ©
Public API ﬁL‘ﬁ'ﬁﬁqsﬂ’a;ﬂalﬁﬁuﬁ laimsiinisazifinanududiusa
voulinuneluszuu uwazliamsaunsadhisloyaduludiud
voeglduld ©

Pubic APl @esiilondn5891999d11sun1snaulusunsy
(Development Documentation) fisgyfaguuuunssudsdaya
Tawaziden (API Specification) wisltinimwanunsat gl
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1.33. APl iilaihfsteyaiianzasawizdlénuanzusunaindunas/

M‘%E]Lawwﬁ:iﬁmm (Specific Content’s Focused API)

A weunAladuiifinnsidifsdeyatanzananizgldauanis
waunAladuuaz/v3aamzdiaw asiiniseenwuulissydldnu
woUnaleduiliuas/ viefitannld ©

B msdndie AP danammsdulusumnasgiuanuaendevesdoya
msdndssnadnsiadeyansnuaudvilunadifedoyauas
enuiuduivesldnuediunsinin ©

1.3.4. nswasuuuas API (Changing API)
s APl m153935UnaBIeitu (APl Versioning) nisiudeuudas AP

msATlsBaeUnaiaduiildau AP aguadzdinsiasldaule
solulnelddwmansenu ©
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1.3.5. msnmvuadannaslunisideiu APl (APl Agreement)
A lunsdiiinnsda Public APl masiliulediwansdonnas uazans
Tunsleau APl egnsdiniau ©
BY %amaqmimamqu?m%‘mﬂ%mu W3agURULTBILeUNAAY
i vieaunsaiauild saudasesmsdudvesteninu

Ufj4ais (Disclaimer) wazRoulumng q NnWausaaUjuRnm wu
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nmagauAMANUAvaILaUNGATY

(Functional Testing)

1.4.1. MU (General)

IAY

BY

woUndlndudosliiunmsmaasusgiazdeadinlasnsnageu
FosasauaquisanIumIaliing q AAnsuldlunsldnug ®
weundiatudeslasunisnageuinliUadies (Crash) luanunisel
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vosgUnInl AsauARuNgutvanegldnu ©
woundiatuaisldunmmaasuuuynszuuUfoanig My
nauthmnegveamaihlUlgnuess ©
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Usnadeyaiimnzauiunisiluldnuaiaieliifiuanimees
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1.4.2. mnagevduRadanugldaiu (User Interface Testing)
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woundiadumisuansnastsgndedlunsdifssuuu)uRnisuans
A01UN1IVINNUUINOENUNIT NN TUU NIV LY
Internet Sharing/Tethering ves3zUuUfURANT i0S 1Wusu ©
woUnALAtUAITIASUNINARIUNTIOITUNSAUREEIUATS 9 209
£ ' < = . | v
1999819590157 139 Input Flooding Tuumazntinge ©

o [

1.4.3. NSNAEDUNISNNIUTIAUITZTUULINLAOUY (Notification System)

AN

weUnArduiitinsyhausufussuuldaiousaslasunsnaaey
lunsalfideanuieu Fldauauisaisensuteninuniuy
nsuiadeuls Lﬁacg‘l%'ﬂmﬂm%’amwLL%’ﬂLﬁau%mmﬁaLSﬁ'ﬂﬂ%
uweUndnduliuazinisuanainsefivnsaudenndasiv
Fomuudaioudilasu @
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1.4.4. MSNAEDUNISYINIUAUSZUULATEU1Y (Network delay and loss of

connection)

JAS

B

woUwdndusiesgnmaaeuitanansalinuldunalusasdiszuy
wizeteiidyylnsuanstornuuisldnusgauminyay @
wouwanduiiiinisldnunetisasinmaaounisitaudiy
inFetnefifariunnsnaiy ©

1.4.5. MIMAFBUNTTTINNILAU APl uaz/vM3aszuuuttigtaya (AP Testing)

IAY
B

weunAdugadlasunsmageunisineusintu AP isndu @
weUnaindunaslasunisnageunanunsavinaulalaglidasiies
Tunsdlfl APl e1uRenatn Snswasunlawieddunse
aumgdy 9 dwaliueundnduldannsalvuinisldlaeded]
Tomnuniadounnyldanu @

1 anduazdennaslunisidiniosiiauazesrusznaunng 9 aann18uen
W (3rd Party)

1.5.1. 31U (General)

A

Qﬁmmﬁﬁmﬂ%m%ﬁamq 9 iy IUsunsuaINA18UDn
(3rd. Party Application Program) dufinsteifietmuiainaisuen
(3rd. Party Application Programming Interface; API) mﬁwm
gouAwIsINAIBUen (3rd. Party Software Development Kit;
SDK) #esldsuoynnlildindesdiowmsdulunisiau
woundinduuarannsauansdnslunsidnueiesdionindnld @
WOUNALATY @1N50LIAUTENOUAI & INABUDN 19U LAY
Ama1enmngfin Weud desldsusugelildesduseney
wanlumsianueundindusazannsonansdnstunisldim
fananla @




Government Mobile Application Standard
Version 1.0

1.5.2. msldauldsunsusng q (Developer’s Right and Permission)
A fiamueundinduazdesiavinislénulusunsuyndaiiim
THa wagddrunudvsiifismedimiusuiuaulufiuion
woundindu @
B avdlunslinudesaseunquiiinisthranuanivsunsululfo
s3esfinslivhnmsdldlndudviveseddaviiienisinuwie
avisou q Anlieygelimimamlulfluinguszasddngnn @

1.5.3. mskduaisnmnsiniwasuazdanig 9 (Media’s Right)
A auagdennegeidnlddeslaSuauginainiiiveanin
A vA a a £ & o ¢ o - Y A Aoy
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1.5.4. msldwaud (Font)
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1.5.5. A151997U APl waz SDK a1na1euan (External API/SDK)

A weunanduiitinsiaunlaenisiiduiareiienmuilusunsu
(API) viToynmLTONAWIS (Software Development Kit; SDK)
MnneusndnltuIzAsiasudennasiunsldau APl uay
SDK ¢4 ¢ lawaziden @

B feanasnisldau AP waz SDK fivhunldau dedldazidia
waataroruludveduansansnisldnumsdnsaseniuag
vidodurasreniusmuiissyliludyansianueundinduy
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@ donnasnisldeu APl wag SDK fithanldeuianunded]
ANaenndpanulidaLdesiy @

B, imuIFomAnITBN1Iv0s AP way SDK s ldausiman uay
wanstonnastunislgnuale @

B {ianndesinuteanamisldnu AP uag SDK fianldau
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(Security Functional Requirement)

anusiuasaonse
Y (Security)

2.1.1. msdamsdayanianudfny |:|

o -—

|
“ Q

2 AuauUARUANNIuAsUaaANY

(Sensitive Information)

o A

A, Tauadllu Sensitive Information #a9iin15ta1sTaLaNwIIAN

Y
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anlumaiulitiasdlueseswesdldnulussuuwiviedoyauay
nsdstoyarusEuUIATeU eI U ayad Vet
ToyaunsinsindeyalnyTsuans iudu @
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wifldiuardinadiszuuisedinu @

@  msuanmadesdinsunuteyatiwhoiniesmne * lauslasuny
wadamuvidolunsdifidudeyaiidosnisligldnuiuuisdiu
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2.1.2. wmsnssesiudmiuauUasaseiiiogunsalgayme

(Security on loss devices)

A lunsdifiszuusesfunsTigléen 1 audhgszuuiiieldanu
wiouduldunndt 1 gunsnidessesiunisdilioonainszuy
wionfunuanngunsal saudnisavdeyannududiuiuay
foyatansiamevesldnusenainiaios @

2.1.3. mshadaiuszuuusidnedaya (Networking)

A msdedeyaiiduteyadiusivesilinudeyadifny (Sensitive
Information) sgninaleunaaduy wazszuukiYIetaya
Aosinisrsiadeyaavelianuisadududeninusssun
(Plain Text) 19l @

B nsdedeyadiudiveldanudesiniiu Secure Channel
(SSL/TLS) @
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B, desiansandeyaansnsaiy (Public Data) 3en1smeuauesan
Public API fiannsaddisldanasluneundiedulaglifideya
aududiudivefldiuuazidifldlaglifoninisdhssuy
Jeazanunsadadu Plain Text filsifioadnsalsd @

2.1.4. msseyanugldau (Authentication)

A weundndualssesiunisssydaugldnuiiemalulagssy
snuwuuly Wy OAuth 2.0 ununsdsdeyanisidnldaussuy
@ovndfldnunazsiasinu ©

B wndndudesdidorndflinutassiaiulfianisniuisnng
Janstioyadidu Sensitive Information ®

@ msinsanmsssyinulagldesdussneunielafvegstes
2 9674 (2 Factors Authentication) videsnnniniiu iy msvinau
$ifuszuy One-Time Password (OTP) Tugavsneianlndnyia
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1. | Mobile Government ansgomsuieiiisnd
WnETisN :
http://www.government.ae/docu-
ments/10138/98433/Guidelines En
mGov_final.pdf

2. Enterprise Mobile Application Lifecycle ﬂfjuﬁ
Developing a Process for End to End
Mobile Application Development.
Wi :
http://www.enterprisemanagement360.
com/wp-content/files
mf/1341922927entlifecycle.pdf

o

3. Modeling the Mobile Application nauEwuTEAUAING
Development Lifecycle

WnaTisn :
http://www.iaeng.org/publication/

IMECS2014/IMECS2014_pp596-600.pdf

a. Smartphone Secure Development ’deWEﬂi‘U
Guidelines for App Developers
WnETIsN :
www.enisa.europa.eu
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Technical Considerations for 5 Vetting
3rd Party Mobile 6 Applications (Draft)
WIS -
http://csrc.nist.gov/publications/
drafts/800-163/sp800 163 draft.pdf

AnsgeLusN

Information technology -- Security
techniques -- Evaluation criteria for IT
security -- Part 3: Security

assurance components, ISO/IEC
15408-3:2008

WIS :
http://www.iso.org/iso/home/store/
catalogue tc/catalogue detail.
htm?csnumber=46413

9ANTDATY

Delivering enterprise information
securely on Android, Apple iOS and
Microsoft Windows tablets and smart-
phones,

WIS -
http://www.citrix.com/content/dam/
citrix/en_us/documents/oth/delivering-
enterprise-informati

on-securely.pdf

AnsgelusN

The Digital by Default Service Standard
WIENTIN :
https://www.gov.uk/service-manual/
digital-by-default
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9. http://en.wikipedia.org/wiki/Iterative anigelusn
and_incremental development

10. http://www.scrumguides.org/docs/ aw%fgam’%m
scrumguide/v1/scrum-guide-us.pdf

11. http://docs.telerik.com/platform/ avz%’gam’%m
appbuilder/code-signing-your-app/
configuring-code-signing
-for-ios-apps/register-app-id

o

12. | App Quality Alliance (AQUA) Best naugausEAUaINg
Practice Guidelines
LRI ;

http://www.appqualityalliance.org

13. | Best Practices for Mobile Application nauEwsEAUAING
Developers.

WIS -
https://www.cdt.org/files/pdfs/Best-
Practices-Mobile-App-Developers.pdf
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